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Hacking Team’s US Nexus: Appendix A  
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https://citizenlab.org/2014/02/hacking-teams-us-nexus/  

 

Circuits with a US Nexus 
 

Note: Still-active circuits have had the last octet of their IP redacted. 

 

 
 
UAE 

    

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

50.116.38.37 US Linode 6/2/12 9/26/12 

206.72.195.246 US Internetserver 5/27/12 9/26/12 

37.0.121.37 RU Pallada	
  Web	
  Service	
  LLC 12/18/12 5/8/13 

92.114.82.207 RO Ghesi	
  International	
  SRL 12/18/12 9/16/13 

37.0.121.24 RU Pallada	
  Web	
  Service	
  LLC 8/18/12 9/26/12 

92.114.82.243 RO Ghesi	
  International	
  SRL 10/2/12 6/30/13 

106.187.48.66 JP Linode 8/18/12 9/26/12 

70.39.235.234 US InMotion	
  Hosting 6/8/12 12/4/12 

46.17.97.78 RU Hostkey	
  network 6/4/12 4/13/13 

46.17.102.18 RU Hostkey	
  network 12/18/12 5/8/13 

106.186.21.100 JP Linode 12/18/12 12/18/12 

83.111.56.188 UAE Royal	
  Group	
  UAE 6/4/12 8/12/12 

83.111.56.189 UAE Royal	
  Group	
  UAE 5/26/12 8/12/12 

94.56.152.78 UAE Etisalat 10/26/12 12/25/12 
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Thailand     

IP Country Hosting	
  Provider First	
  
Seen 

Last	
  Seen 

106.186.29.xxx JP Linode 8/29/13 2/24/14 

173.230.130.xxx US Linode 9/1/13 2/24/14 

203.149.47.xxx TH Samart	
  Corporation 10/4/13 2/18/14 

 
 

Hungary     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

85.153.34.187 TR Bilintel	
  Bilisim	
  Ticaret	
  Limited	
  Sirketi 12/14/12 2/13/13 

85.153.34.9 TR Bilintel	
  Bilisim	
  Ticaret	
  Limited	
  Sirketi 5/26/12 12/10/12 

46.182.107.192 NL Your	
  Internet	
  Service	
  Provider 3/14/13 6/4/13 

81.183.229.xxx HU T-­‐Online	
  Magyarorszag 6/16/12 2/18/14 

65.39.236.59 CA Peer1 6/9/12 12/12/12 

65.39.236.49 CA Peer1 6/28/12 12/12/12 

 
 
 

Mexico-1     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

176.58.102.xxx UK Linode 2/9/13 2/24/14 

31.192.228.xxx NL GleSYS 4/11/13 2/24/14 

14.136.236.xxx HK 38Cloud 4/13/13 2/18/14 

50.116.32.xxx US Linode 8/4/13 2/24/14 

200.67.230.xxx 	
  MX 	
  UniNet  2/18/14 
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Uzbekistan     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

81.95.226.134 UZ Sarkor-­‐Telecom 8/7/13 9/2/13 

69.164.222.128 US Linode 3/30/13 9/30/13 

50.116.45.251 US Linode 5/4/13 9/16/13 

173.255.241.225 US Linode 4/11/13 4/30/13 

 
 

Colombia     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

50.63.185.xxx US GoDaddy 10/13/13 2/24/14 

178.79.136.xxx UK Linode 10/29/13 2/24/14 

190.242.96.49 	
  CO 	
  Columbus	
  Networks 10/21/13 1/7/14 

 

Korea     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

101.99.83.12 MY PIRADIUS	
  NET 11/2/13 1/21/14 

5.255.87.xxx NL Serverius 10/13/13 2/18/14 

198.144.178.104 US ColoCrossing 9/16/13 12/26/13 

198.144.178.118 US ColoCrossing 9/16/13 12/26/13 

204.188.221.198 US Sharktech 4/12/13 8/11/13 

185.7.35.79 NL International	
  Widespread	
  Services	
  Limited 4/13/13 9/13/13 

185.7.35.80 NL International	
  Widespread	
  Services	
  Limited 4/13/13 9/11/13 

64.32.12.75 US Sharktech 9/1/13 10/30/13 

124.217.245.64 MY PIRADIUS	
  NET 5/8/13 9/13/13 

185.29.8.xxx SE DataClub 11/9/13 2/18/14 

211.51.14.129 KR 	
  Korea	
  Telecom 8/26/12 1/7/14 
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Morocco-1     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

50.116.27.11 US Linode 7/30/12 2/17/14 

209.59.205.76 US Endurance	
  International	
  Group 10/19/13 2/17/14 

41.248.248.181 MA Maroc	
  Telecom 6/3/12 2/4/14 

 
 

Azerbaijan     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

69.60.98.197 US InfoLink 4/13/13 9/4/13 

74.50.126.xxx US NOC4Hosts 8/30/13 2/24/14 

74.50.126.xxx US NOC4Hosts 8/30/13 2/24/14 

91.222.36.xxx UA FOP	
  Krakovetskiy	
  Volodymir	
  Vyacheslavovuch 5/28/13 2/24/14 

46.166.162.148 SC Santrex 4/11/13 8/16/13 

109.235.193.83 AZ Azertelekom 6/2/13 11/26/13 

 

Morocco-2     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

46.166.162.138 SC Santrex 5/20/13 8/16/13 

69.60.98.xxx US InfoLink 5/16/13 2/24/14 

46.166.162.143 SC Santrex 5/20/13 8/11/13 

91.222.36.xxx UA FOP	
  Krakovetskiy	
  Volodymir	
  Vyacheslavovuch 5/18/13 2/24/14 

74.50.126.xxx US NOC4Hosts 5/20/13 2/24/14 

46.166.163.167 SC Santrex 5/20/13 6/29/13 

74.50.126.xxx US NOC4Hosts 5/20/13 2/24/14 

62.251.188.xxx MA Maroc	
  Telecom 5/31/12 2/18/14 

81.192.5.xxx MA Maroc	
  Telecom 7/25/12 2/18/14 
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Mexico-2     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

50.62.77.xxx US GoDaddy 5/31/13 2/24/14 

50.62.78.xxx US GoDaddy 5/30/13 2/24/14 

201.157.43.60 MX Maxcom	
  Telecomunicaciones,	
  S.A.B.	
  de	
  C.V. 10/13/13 1/7/14 

 
 

Mexico-3     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

62.244.11.xxx UA LN.UA	
  Ltd. 5/30/13 2/24/14 

74.50.126.xxx US NOC4Hosts 5/28/13 2/24/14 

74.50.126.xxx US NOC4Hosts 5/30/13 2/24/14 

189.177.74.147 MX UniNet 11/1/13 11/1/13 

189.177.65.13 MX UniNet 11/13/13 12/10/13 

189.177.47.xxx MX UniNet 1/30/14 2/18/14 

 
 

Poland     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

198.136.60.xxx US HostDime 10/2/13 2/18/14 

82.211.15.137 DE Inception	
  Hosting	
  Limited 7/11/13 9/19/13 

198.55.103.29 US OC3	
  Networks 7/9/13 9/16/13 

149.255.111.168 UK Inception	
  Hosting	
  Limited 9/21/13 2/17/14 

164.138.28.81 NL Tilaa 9/17/12 7/4/13 

95.49.xxx.xxx PL Neostrada 8/10/12 2/18/14 
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Ethiopia     

IP Country Hosting	
  Provider First	
  Seen Last	
  Seen 

69.60.98.203 US InfoLink 5/16/13 2/10/14 

176.74.178.203 UK Infinite	
  Dimension	
  Solutions 10/18/12 2/10/14 

176.74.178.202 UK Infinite	
  Dimension	
  Solutions 10/13/12 2/5/14 

46.166.162.147 SC Santrex 5/16/13 8/11/13 

176.74.178.45 UK Infinite	
  Dimension	
  Solutions 10/30/13 2/10/14 

109.200.22.161 UK Delamere	
  Services 7/25/12 8/12/12 

46.4.69.25 DE Hetzner	
  Online	
  AG 10/29/13 1/20/14 

176.74.178.119 UK Infinite	
  Dimension	
  Solutions 7/25/12 8/12/12 

176.74.178.120 UK Infinite	
  Dimension	
  Solutions 7/25/12 8/12/12 

109.200.22.160 UK Delamere	
  Services 7/25/12 8/10/12 

109.200.22.163 UK Delamere	
  Services 10/13/12 2/10/14 

109.200.22.162 UK Delamere	
  Services 10/14/12 2/10/14 

216.118.232.245 ?? Ariave	
  Satcom 11/18/13 2/3/14 

 


